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A CyberPlatompanywasfoundedin 1997. Thecompanyis a developerof the

first andthe largestelectronicpaymentsystemin Russiaalled/ & 6 S N

A Thecompanyhasa wide presencein Russiaand Kazakhstanwith branches
In India,Austriaand Germany

A/l & 06 S Ngaymierit dcceptancenetwork consistsof more than 1 480 000
outlets at present

A Paymentsin favor of more than 8 600 serviceprovidersare processedvia
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A More than300banksparticipantsof the system including:

& SBERBANK () (@ Promsvyazbank @) mussan

Russian Agricultural Bank BANK

SVIB Miwoisow @ swcrocomn g

@ BANK
= SAINT PETERSBURG

A Affa-Bank @ otpbank \,( SMPBANK

Ve ~
u’n

Al @0SNIfI Gt aeaiasSy KI a [|408Bnhi&hsadtion®! L
per annum.

A During20 yearsof stable workno cases of hachave taken place




SWIFIC current situation

A Single system monopotySWIFT market share is ab@@%

Netherlands

A High political dependence I

I I Switzerland I

USA

A Outof date network topology
basedonthe & & {irhoNet
ISsvulnerableto targetedattacks

A Atotal of 4 datacenterdocated
In the USAthe Netherlandsand Switzerland
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SWIFIC current situation
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4 A Encryption method
o cannotbe changedy
LJ- NI A @Hoicat

A Datatransmitted can beevealed
by operator that causes risks o
large-scaleinformationleakage
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SWIFTIC current situation @

A Difficultiesin recognizingthe legal value of the transmitted message<in
the eventof conflict)

A Inflexibility of messagdormatsand certaindifficultieswith their
adaptationto certaincountrypractice ]

carporate
& L E;’lki qu?

A Short term of historical s 4 N e
data storage on the = S
processing side oy WO gn g
¢ 6 monthsonly ps_— 7 |\ P

Authorities 4 | m‘—f |
Bank y

A High implementation
and maintenance costs

Corporate
customer




CyberFT¢ new approach to financial data @
exchange

CyberFTallowsdifferent legal entities to securelyinteract
with each other (e.g. banks, other financial institutions,
corporations, state owned companies, authorities,
entrepreneurs, individuals, etc.) both on domestic and
International level




fooA hardware and softwar;
solutionfor organizationof
a secure information
highwayfor interchangeof
any types of financial|
messages and electronic
documentsworkflow.

CyberFT

Platform

~ ™
A legal entity or individual
using CyberFT for data
exchange

CyberFT¢ main definitions

(QA legal entity that hag
boughtand hasbecomean
owner of CyberFTPlatform
and uses it for offering

financial messaging
services to its
counterparties

CyberFT
Participant

CyberFT
Provider

(QA software installed a?
CyberFT Participant site
aimed at interaction with
CyberFNetwork

Customer
Software

(cd—lardware and softwar;
solution that implements
legally valid electronic
documents interchange at
CyberFNetwork

CyberFT

Processinc

(uA group of Cybera’
Providersand Participants
connected to these
Providers

CyberFT




CyberFT¢ new approach to financial data W

exchange

Corporate
customer

Authorities CyberFT CyberET
Prowder
Prowder

CyberF‘N - CyberFT

Corporate Provider Provider
customerm T\ COmmumca ions
CyberFT Provider

Provider

| Corporate
customer

Authorities
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Connections between
CyberFT providers

Connections between
CyberFT clients and
providers

Example of message
routing




CyberF1¢ support of multiple providers

Company m Bank

CyberFT
Provider

Exchange

CyberFT
Provider

CyberFT

Provider

CyberFT CyberFT
Provider Provider

&

EUROPEAN CENTRAL BANK

’!

Authorities

@D

Bank

Comany

Bank

ofii?

Company

*Disclaimer. name of organizationspresentedin
this presentationare for examplepurposesonly



CyberF1¢ high security standards

AAll transmitted messagesire encryptedand
signedby electronicdigital signature(EDS)

ASupportof variouscryptographicsystems
Incl. OpenSSIRGPCryptoProgtc.

AHTTPS$TLSunnel) protocolis used

ADatais not accessibldo
network provider

ASupportof VPNand
dedicatedchannels




CyberF I flexiblility
CyberFTalready supports various types of message formats:
A SWIFT Fin (MTXX3All categories

A ISO 20022 (payments and account statements)

A Free format messages with attachments
A Einvoices and contracts

A Money transfers and payments acceptance

We permanently works on the system functionality
enhancementandreadyto developany new format to meet
customersor certain country specificneeds!




CyberFT¢ current projects and future plans @

ASupportof typicalintegrationwith different corebankingand ERP
systems

AFurtherdevelopmentof ISO20022formatsin line with their
adaptationfor certaincountriesby customerreguests

ACurrencycontrol documents

AElectronicdocumentsworkflow
(e-invoicing,bills, etc.)

ADirectdebit

ATaxreporting




CyberF1¢ cooperation with SWIFT

Corporate
customer

Authorities
Connections between
CyberFT providers

s“ Authorities

Individual

Connections between
CyberFT clients and
providers

Corporate
customer,

Provider

Example of message
routing

L | Corporate
customer

Authorities

Corporate
customer

Corporate

customer
Authorities

)

)

)
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1

1

1
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! Exchange |
1

1

1

1

1

1

1

1
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Bank

Corporate
customer




CyberF1c easy integration for banks W

Possibility of simultaneous working in both systems: instead of SWIFT, but jointly wit&WIFT

4

BeforeCyberFTmplementation

CGore banking system

After CyberFT implementation

Message will be sent via SNVIFT if
receiver of the message isnot a

participant of CyberFT

ADDITIONALLY

ATo the certain counterparties Core banking system

AOf the certain types
Message will be sent via Cyber

; ) receiver of the message isa
AOnN the amounts exceeding participant of GyberFT

certain limits




CyberFT terminat main menu

Liyberfr berFT | Terminal DEMORUM@A000

Home Login with password

Login with password

Emiail

Lyberfl  cyberr | Terminal TESTDEP@BOOL
demo@cyberft.c

& Main menu B Creats document

B Document from file =Documents A My keys & certificates
Password

INBOX DOCUMENTS DUTEDX DOCUMENTS INVALID DOCUMENTS DOCUMENT LOG

FROM 2015-04-08 TILL 2015-05-08 FROM Z015-04-08 TILL 2015-05-08 FROM 2015-D4-08 TILL 2015-05-08 FROM 2015-04-08 TILL 2015-05-08
assssasamenn

¥ Remember me

Diagram of document statuses Diagram of document types

W Inbox W CFTAck
| Cutihos W CFTStatusRepart
W] Evalid u ilit]
-
u
= -
W] swift /200
Chart of document sta
3
2015 & CyberPlat LLC, A
TE——
15
2015-04-27
- rvald: 2
) Inix: 0
Ol 9
a
2015-04-08 2015-04-10 20150412 2015-04-14 2015-04-18 20150418 2015-04-20 20150422 20150424 20150426 20150428 2015-04-30 201505402 2015-05-04 201505405

20015 & CyberPlat LLC, All rights reserved.  CybierFT Terminal, wersion 242 2-2



CyberFT terminad documentslog

LyberfT

@ Main menu B Create document

Heme / Doc

Document log

I Document from file

CyberFT | Terminal DEMORUM@A00O

= Documents

Document registration date

Display documents

to— B # Outbox, not delivered to the adressee
# Inbox, with valid signatures
# Qutbox, delivered to the adresses

@ Inbox, with invalid signatures

# Display system messages

Shown from 1 to 9 out of 9 found

ID Type Format Sender Recipient uuID ABSID Document status Registered 13
| | | L ]

9 swift/999 DEMORUM®@AQO0L DEMORUM®@AQ00 9BCS4AF4-ABB0-11E4-818D-000C290DD78C Message removed from the inbox queue 2015.02.03 11:45:58

8 cyberplat/ack CYBERPLATXXX DEMORUM®@AQ00 GF41920C-ABTF-11E4-BAT1-5FF7AS5CE3B2 Message removed from the inbox queue 2015.02.03 11:34:18

7 swift/103 swift DEMORUM@AQCO DEMORUM@AO0L 1B034C52-AB7F-11E4-B604-7650A2DE5985 +000000000000 Document received by recipient 2015.02.03 11:31:53 ®
6 swift/103 swift DEMORUM®@AQ00 DEMORUM®AQ0L B765C94A-ABYE-11EA-950E-7650A2DES9BS +000000000000 Document rejected by processing 2015.02.03 11:29:05 @
5 cyberplat/ack CYBERPLATXXX DEMORUM®@AO00 AF7ACFEC-AAF3-11F4-9CBE-ADZDAGSCE3BZ Message removed from the inbox queue 2015.02.02 18:51:13

4 swift/999 swift DEMORUM®@AQ00 BONDRUM@AQOS 3D552EFG-AAF3-11E4-AT53-7650A2DES9B5 +000000000000 Document received by recipient 2015.02.02 18:50:41 ®
3 EMEFH CyberFT | Terminal DEMORUM@AO000 S84F7302- AAEE-11EA-0ADA-TA ﬂyﬂﬂfﬂ CyberFT | Terminal DEMORUM@A000 =43

@Main menu BiCreate document Document from file ocuments v

@Main menu  WCreate document  IyDocument from file
2 FO718A08-AAED-11E4-B3A5-23 8 ®

Home / Documents / Outbo men Home / Documents

47FALESC-AAED-11E4-8F3C-76 [n bOX docu ments 01 @

Document registration date
=] . =]

Shown from 1 to 2 out of 2 found

= Documents v

1 Outbox documents

Document registration date

E —to-| @ | @

e Shown from 1 to 3 out of 3 found

T Type

Format  Sender Recipient uuip ABSID D Type Format = Sender Recipient uuiD ABSID
7 swift/103 swift DEMORUM@A000 DEMORUM@A00L 1B034C52-AB7F-11E4-  +000000000004 9 swift/999 DEMORUM@AQ0L DEMORUM@AQ00 08C54AFA-ABB0-11E4-
B604-7650A2DESIBS 818D-000C290DD78C
a swift/999 swift DEMORUM@A000 BONDRUM®@A008 3DSS2EF6-AAF3-11E4-  +00000000000 2 swifty103 BONDRUM®@A00S DEMORUM@A000 FO718A08-AAED-11E4-
A753-T650A2DES9BS B3A5-23405D37267C
1 swift/103 swift DEMORUM@AD00 BONDRUM®@A008 ATFAAE3C-AAED-11E4-  +00000000000

8F3C-7650A2DES985

2015 © CyberPlat LLC, All rights reserved.  CyberfT Terminal, version 22.1-4 2015 © CyberPlat LLC, Al rights reserved.  CyberfT Terminal, version 22.1-4




CyberFTerminal ¢ working with documents

Lyberfr

@& Main menu

CyberFT | Terminal DEMORUM@A000

R Create document IyDocument from file =Documents +

Home / Documents

Create docu ment

CyberFT

& Main menu

CyberFT | Terminal DEMORUM@ADOQ

=Do

B Create document 4 Document from file

Step 1

Type and adressee selection

Haome Documents Create document (Step 2

Create document

Sender DEMORUM@ADDD

Recipient ‘ DEMORUM@ADDL ‘

Step 2

Document forr

Document body ‘ MT103 M

L‘yﬂyrﬂ CyberFT | Terminal DEMORUM@A000

BiCreate document

@& Main menu I Document from file =Documents +

Home

Create document

Documents

O switch editing modes by pressing F5

Step 2

Document form

Form mode

2015 © CyberF
Document data

‘ © switch editing modes by pressing F5
120:+000000000000
Raw text mode 23B:CRED
32A2141216RUB24 47
Sender's reference 20 | +000000000000 ;SGA;/;';[}?G;_}S]_-D S00001000317
INNT710377540.KPPO00000000ZA0 mKIBERPLATM
Bark operation code. | 238 | CRED '570://RUD44525386.30101810600000000985
Transaction type code | 267 OAQ AKB mPROBIZMESBANKM G, MOSKVA
1594A:/40802810002520040641
Value Date / Currency / Interbank | 32A | 141216 RUB v 2447 INMN352101725014.KPPOIP PONOMARCOWVA OLXGA SERGEEVMA
Seftled Amount
71AOUR
Ordering Customer | ® 50A © 50F © 50K 72:/RPP/14711.141216.5.ELEK..01
JMNZP/PERECISLENIE VOZMNAGRAIDENIa ZA PERIOD 5 01.08.2014 PO 31.08.2
Account / BIC/BEI /40702810500001000317

S0A PO DOGOVORU 234774008335 OT 24.12,2010, BEZ NDS
INN7710377540.KPPOD0000000ZAC mKIBERPLATM

Ordering Institution @® 524 O 52D
Party Identifier / BIC
52 Back
Intermediary Institution ® 364 O 56D
Party Identifier / BIC
564
2015 © CyberPlat LLC, All rights reserved. CyberfT Terminal, version 2.2.1-4
Account With Institution ) STA

T
i

yﬂéﬂﬂ

CyberFT | Terminal DEMORUM@AD00

CyberF1

@& Main menu i=Documents «

B Create document & Document from file

Home / Documents ew document #

View document #7

MT-document view Readable view Printable view

:2@: Sender's reference
+323020000200

:23B: Bank operation code

CRED

:324: Value Date / Currency / Interbank Settled Amount
141216RUB24,47

:58A: Ordering Customer

Account / BIC/BEI
f48782818520081808517
INM7718377548 . KPPOGasoaeas

ZAD mKIBERPLATM

:570: Account With Instituticn
Party Identifier / Name & Address
//RUB44525986 . 38101810000008008986
0A0 AKE mPROBIZMESBAMKmM G. MOSKEVA
:594: Beneficiary Customer

Account / BIC/BEI
/428023190925200408641
TNN352181725014. KPP

IF PONCMAROWVA OLXGA SERGEEVNA
:71A: Details of Charges

OUR

:72: Sender to Receiver Information
/RPP/14711.141216.5.ELEK. .01

SNEZP/PERECISLENIE VOZNAGRAIDENIa 7A PERIOD 5 ©1.88.2814 PO 31.88.2814 PO DOGOVORU 3




CyberFT terminad documents sending

* % ‘;7,‘
SWIFT M. 18020022 D:I_
. Failure
Failure
1) C€o-—gr N = —
Core =~ Hectronic [T~ - L |
MT***, 1S020022 | L o |
Banking » OutFin Document ngerqér%/tl;r ~—%  Validation > : qé.
System registration | S0 . £0
5 SoWFT 6 8 @ E’E
] | L @ S
2 - 1 » | ST
<—  Hecdronic —*— . | ST
_Aldoament , \odient —»  Document  ——» OPSFT/SMPT Ly idation  —» S
types - o " messagerouter | | |
<  registration |- ——. Lii |
MQ Broker § . :
o Failure P - . ‘
10 12 13
Web N ED validation and | XML GyberFT XML CyberFT =
interface || registration document signing
@ )
g OtMAN | i
. 14 15
1C XML GyberFT L Hectronic XML CyberFT
Modul )@—» Validation ~ —>»  Document 2
el 1 Registration
< ETML |
Failure 16 a 18 19
: 5 - 1
XML GyberFT ‘g 2 = 7\
> 5 ——> & —» o —> [qg] —> Processing
4 g XML QyberFT % ]
CyberFT terminal I 2




CyberFT terminad documents processing W

Participant Processing 1 X Processing 2 Participant

(sender) (receiver)

_Checkof
TLStunnel a1 (BNSQ
certificates
Hectronic
Signal’ures of TLSténnel
signatories
Hectronic
signature of TLStunnel
Provider 1
\4 \4 \4

Hectronic
signature of
Provider 2




CyberFT terminat documents receiving @

® ©® @ 5 L
1 c
~\| & 7 8 o 3 5 282 3
N ! 5
Processing /) = gL 35 S g $22T  XMLOberFT S
> — 0 —p» 58 —p 25 —» £ —» B —po=ETH =
[-I-LS" w— £ @ ] > 3 =53
- Z 55 25 g 3 izep :
B é \\\ ; B B B g gg \ <§ / ;
3 I 8 :
N 4 g
@ w/ ________________ Z ?
@4 g5 e N D
g o Failure )g 5
2 «— 58 :
L B | | B8
‘8 - XML GyberFT
E ==

(>
N e e
3 _ ; 1 M, 19020022
— Incoming ED router —— Inkin —
o |
E’ Network printer
g | 2
*g —> Incoming ED router-i—» MQclient  —rgoaomd
Ly S | | types
S I e MQ broker
g 3
£ Web
§ interface | All documgr
types
CyberFT terminal 4 1C
» InXML —> dul
XML QyberFT et

Bt 2 2
> o "‘.;:fﬂ"?‘:."_:."\:',‘ X
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CyberF ¢ legaland organizationguestions W

)

CyberFT Provider

. CyberFT Contract to be
concluded

CyberFRulesto be followed
Certificates exchange /
certificates issuanceat trusted
center

N

w

Participant

Step 1

Ebanking /  correspondent
account/ electronic interaction
contractto be signed

2. Certificates exchange /

certificates issuanceat trusted

center

Step 2

’"i

Participant

Participant

v—"- ":-;.,. ol
L ,S:»;:r




CyberFT¢ one system for multiple tasks

P N

SWIFT+
alternative

E-banking
system For banks
replacement

Payment
For corporate module for1C
customers accounting
system

Cash Poolin S For stateowned
: companies

workflow

o Settlement For central banks
For ndvduasg system




Universal solution for
interaction between
corporates customers
and banks




E-banking systems limitations

BankA
mk‘

INEFFICI EN-ﬁthanagingpf accountsof Groupof companiesopenedin
different banks

1. Too many copies of e-banking systems ¢ expensivelyand difficult in
support

. Issuesrelated to using of different cryptographic systems (different
expirationdatesof certificates,hugenumberof e-tokens)

. Supportof different formats for integration between e-banking systems
andOf A SRRy




Hostto-host ¢ limitations

INEFFICIENTH¥ managingof accountsof Group of

companiesopenedin different banks
. Dedicatedhostto-hostchannelshouldbe maintainedwith eachbank

. Issuesrelated to using of different cryptographic systems (different
expirationdatesof certificates,hugenumberof e-tokens)

. Supportof different formats for integration between e-banking systems
andOf A SRRy BankC

SWIFT

SWIFT Fin

ERP system of the Group of companies

:v' = B,y W = '.."p-."?{éﬁ.;" ‘-“‘;“_f‘-; e
- 7 S —— _1:‘.‘ﬁ“$~‘.\"#4 = 14‘
= < » S, SN S . :
"%-J' A 1 s £ o Sy -




CyberFT¢ universal hostto-host soluton

ADVANTAGH®& the client:

. Singlechannelfor interactionwith all banks

. Usingof unified formats

. Possibilityto apply singlecryptographicmeansthat can be got in trusted
center

. Lowimplementationand maintenancecosts

. Highflexibility

- e s

il T
Ty ¥ b S — "‘1""'.&;{-\5* . -—'Ltl ' _ ¥ ¥

@D

BankC




CyberF ¢ working through ERP W

CvberPlat Companv

Client

o BankA

*__________

- = - —

Option 1

Creatingand signingof documentsinsideO f A SERFy<ain
Sendingf documentsto CyberFT

Routingof documentsthrough CyberFProcessingo settlementsbanksof
the client

;&*x




CyberF ¢ working through ERP W

CvberPlat Companv

Client

o BankA

*__________

e BankB

- = - —

i
CyberFT Terminal |
i
|

Option 2:
. .= A s .. . BankD
Creatingof documentsinsideO t A &RFayS)émwith further sendingto
CyberFTrerminal

Signingand sendingof documentsthrough CyberFTrerminal

Routingof documentsthrough CyberFTProcessingo settlementbanksof
the client BankE

;&*x




CyberF ¢ working through Terminal

CvberPlat Companv

Client

*__________

e BankB

- = - —

CyberFT Terminal

Option 1.

. .. . BankD
Creatingof documentsinsideCyberFTrerminal

Signingand sendingof documentsthrough CyberFTrerminal
Routingof documentsthrough CyberFTProcessingo settlementbanksof
the client

BankE

* @0 SNX¢ ¢SNXYAYyIlE OFy 06S AyaidlftSR Fa HIEISRAGSHRIAZENK A
g - = . .o L7 GGt = o A R s - - - vt lh—-"..._;‘." = = AT,
E‘hiﬂ#- . A W N Y S B , '~=f;45:n§5§§95&si531l : &5




CyberF ¢ working through Terminal

" ha  eybefFT e

Option 2;
1. Creatingof documentsinsideCyberFTrerminal
2. Sendingof documentsis performedvia channelsprovidedby banks(e.g. SFTP,
HTTPSgtc.)

*CyberFTTerminalcanbe installed asapplicationonthe O f A Sigedr@anbe usedasfull-fledgedW (i Knvebfclient

R e T A e e gt || D] N S
S gy ST I S ok e v@lﬁg




Legally valid electronic
documents interchange




Why EDI?

Only in Russia number of business
transactions (paperbased invoices) is
morethan 15 Bndealsperyear

(According to Federal Tax Service of
Russia)

Costsfor processingcorrespondencefor
corporate customerexceedpostal costsin
3 times,
thus overall correspondence costs for
corporate customersexceedUSD 1.5 Bn
peryear

(According to BCG)

Market correspondencen Russids valued
in USD1 Bn per year (where USD500 Mio
are costsof corporates)

(According to BCG)

Company(TOP400) can save about USD
400K if only optimizes printing of
documents

(According taGreenPrint USA)




Why EDI?

Useful service

To

B + 25%0f
delivery costg
door

+ 67%0

postal costs*

y’ Toterminal A
| 4 Preparation and processing of

correspondence

Provision

Relationship management with operators

* According to standard tariffs of postal providers
** According to BCG

Processingf typical letter (3-5
sheets A4 format) is about
USD2 in average If expresamail
serviceis used this cost will be
iIn 10 times more starting from
USD35.

(Accordingto standard tariff of
postalproviders)

R o e Jl\x =

ANy e o “

MUW e ;-&:’5@‘;”% 3




Legallyvalued EDI¢ exampleof interaction In W
CyberFT

(1) Contractto be signed

E(Z) Signed contract (by both sides)

Crypto >
Pro

(3) Invoice to be signed Crynt
(4) Signed invoice (by both sides)

[ >
1)
(5) Payment

35 | A

D
A\

CompanyB

JuswiAed ()

g o m

Bankof Bank of
CompanyB Company A

e e A e SR e




CyberF1¢ participation examples

Basicparticipation
AEachparty connectsto CyberFT
providerasa participant

ATostart interactionboth
counterparties(senderand
receiver)shouldexchangeeys

AAlltransactionsare storedon
sender,receiverandproviderends

(iR

al Central \m
b4 bank
Exchange Authorities

: 3
Commercial @ State-owned
bank / bank

Entrepreneur/

Corporate
Individual

customer
State-owned
company
| - I3 ! L,“ P, L) e, ~ - L._"
. . ., ar.r- 4 5 ¢ -~ . c
> J i C e = ~' ; -
s sad A’M 'y W .‘..L" ;“v":’#f ;..44’: 3 ..-’t v? E;:’!,\—_J

A 247

@D

A Provider R 2 S & page(iaccess to

transactiondetails

working  hours (some
limitations may take placeaccording
to the rulesdefinedby provider)

A Alltransactionsare processednline

Recommended for:

V Small banks
V Corporates
V Entrepreneurs

V Individuals
o R e S
e U P SRR e



Interbank
Cash Pooling?




Cash Pooling example of interaction

CompanyB
“y
CompanyA ", "‘@o% BankB
BankA T e 550

K Accountbalancesefore CasrPoﬁ
transactions

A CompanyA +500units

A CompanyB-100units

A Company C +200 units
(masteraccount)

2. CyberFT Processing gets all
information on accountbalancesand
sendsappropriate instructionsto the
banks

3. Aim: Zero balance on accounts of
CompanyA and CompanyB

4. All surplusfundsto be concentrated
on the masteraccount belongingto
CompanyC

ajsuel) syun 00 (€)

T uswysiuaidalr
l10J 1senbal Jo Bulpuas (g2)

-~

K=
=
o
o
c
>
=
(7]
—
=
QD
>
2]
=
(1)
=

5. Accountbalancesafter CashPooling
transactions
A CompanyA 0 units
A CompanyB 0 units

A Company C +600 units
(masteraccount)

BankC

A it || R
Vb S ) Cee = A
T o




CyberFT ¢ software and hardware W
requirements

CyberFTTerminal software requirements

A DebianGNU/ Linux7.6 (vheezy Release7.6

A File systemext3and ext4

A Possibility to use virtual machihe

CyberFTlerminal hardware requirements

Users should have typical JFR ey
workstation/noteboock  and

web-browser to work in
CyberFTl A Multicore processofntel Core2 Duo 3.0 Ghzor
. higher

RAM not lesdGb

HDD not lesd¢0Gb
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CyberFwvs. SWIFT

Clients
Coverage
Conformity with

legislation

Operating hours

Implementation costs

Transaction costs

Maintenance costs

A
SWIFT

v

R oy

About 10 000 banksand small number of corporate Possibilityto coverall banksand corporate customers
customers without anylimitations

E Whole world B Whole world

52 S & goffdrm with local legislation of many If full conformity with local legislation of the most
counties (domestic transaction should be process countries

insidecountryandR 2 yie@v@countryborders)

o o M oo

No lessthan USD53 000 includingmandatorycabling
from a specificcommunicationserviceprovider up to B Free of charge
USD200000for eachnew client

No more than 509 from the SWIFTfee for the same

SWIFTFIN Domestic transaction EUR0.02 ¢ 0.05, transaction

crossbordertransactionEUR).03¢ 0.18

No less than EUR 10 000 per year B Freeof charge

13— e e ol AT
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CyberFivs SWIFT

Implementation time

Data transfer speed

Data exchange formats

Maximummessage
size

User interface

Additional services for
corporatecustomers

@ o

A
SWIFT)

No lessthan 8 weeksin caseof sharedconnectionand
at least16 weeksin caseof directconnection

EA few seconds

16
I
r

SWIFTFin (MTXXXnessages)lnterAct (MX messages),

FileAct(unstructuredmessages)

No more than 10Mb

Severalversions of SWIFTAlliance software for full-

fledgedworking

g
.

Specialconditions for corporate customerscomparing '

to conditionsfor banks

)

Connection to CyberFT processing including
integration with automated banking system takes
from 1 to 3 weeks,and no more than 2 weeksin
case of Odza G 2 YowINXDyberFT platform
implementation

1.5 seconds

SWIFT Fin (MTXXX messages), InterAct (MX
messagesin accordancewith 1SO 20022, FileAct
(unstructured messageswith attachments), EDI
documents(contracts,invoicesyand more.

Standardmaximummessagesizelimit is 100Mb. It
can be easily increased accordingto Odza i 2 YS N
needs

Userfriendly web-interfacefor full-fledgedworking

Special conditions for corporate customers,
specialized1C payment module, EDI service of
legallyvaliddocuments




CyberFivs SWIFT

Archive availability

Types of interaction

Cryptography

Transactions security

Servers location

Reliability

Network topology

v

W <D
LY oy .

Data is_normally stored for only 4 months on the | BL G AA AG2NBR 2 Ul NI
LINE OS &ideA y 3 Q& g-ff u a adz2NB y LI NI

without any limitations

Processing only gProcessing and clearing
SWIFTcryptographicmeans No capability to change Variouscryptographicmeans(includingOpenSSLPGP
cryptographianeans and GOSTalgorithmsbasedon CryproPro SignalCOM,

etc.) Supportof any meansof cryptographigprotection.
E-signaturefor electronicmessages

Data is available to SWIFT EData is not available to th@yberFProvider

USA, Switzerland and Netherlands Russiaand any part pf the world by the CyberFT
Providerchoice

Specializediata exchangeprotocoland W K & ki O {otizLJ Advanced and effective software and hardware

eachnetwork element A total of 4 datacenterstotal of measures (both technical and organizational) to

4 datacenters provide high system reliability,. Number of service

providersis unlimited

Star (all participants are connected to the single center Fully connected (there can be unlimited number of

centersconnectedbetweeneachother where network
participantsare connectedto thesecenters)




CyberFIc commercial proposal @

Basic participationWhen customer is connected to CyberPlat company as CyberFT Provider
ACyberPlat Compargwns CyberFT and is responsible for processing of the messages

Al 2yySOGA2Y (U2 [/ @80SNX¢ OGAl Odzad2YSNRa 24y
ACustomer will be able to communicate with all parties connected to CyberFT Network

V Connectionfree of charge
o« . :

A( Central
bank

Exchang Authorities V Softwareprice free of charge

‘ V Support free of charge

Commercial @ State-owned
bank bank
/ \VK V Transactioncosts 50% of the price of the

& similar SWIFTmessage(e.g. MTXXXEUR
féz;f:r;a;e f E"f;ﬁff.ﬁﬁ:fr/ 0.021 (local transactions)and EUR0.063
State-owned (crossbordertransactions)

company

S
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CyberFIc commercial proposal @

Standalone implementationc full edition

ACustomerintegratesCyberFPlatforminto its own datacenterand becomedull-
fledgedCyberFProviderfor its customersand counterparties

ACyberPlaCompanyR 2 S &hal€adcesso this platform

Alnformationon transactionss not sentto CyberPlat

V Hardware and CyberFT software for 2 server
groups operating under GRID technology: one offd&® 10 Mio

V Processing of up to 500K transactions per day. For higher number of transaction the
price Is subject to negotiations

VI EtASYlQ§fread dhargel NB

V MaintenanceUSD 200K annuallyn case of a special omdf fee, maintenance
annual fee is subjects to negotiations

V Transfer costdree of charge
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